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SCHEDULE 7 — IT DATA PROTECTION MANAGEMENT IN SIHEALTH’S SMARTPDT

Data Protection and Data Flow for the HEALTHCARE PROVIDER’s data (e.g. clinical staff)

INHS

HEALTHCARE PROVIDER (Clinical Institution)
The HEALTHCARE PROVIDER signs a Software as a Service (SaaS) agreement with
siHealth Ltd, including the consent to siHealth for treating some personal data
specifically related to the HEALTHCARE PROVIDER and its employees

1. HEALTHCARE PROVIDER’s payment information / contacts for e-commerce:

e.g. credit card, bank account, contacts for the invoicing process

2. HEALTHCARE PROVIDER’s clinical staff data : name, surname, role and
professional email address of all the HEALTHCARE PROVIDER's employees
(clinical staff) using the siHealth product

HEALTHCARE PROVIDER’s
Personal Data

Encrypted
online
transmission
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SIHEALTH IT CLOUD SERVERS?! for E-COMMERCE
Part of the siHealth’s IT cloud servers dedicated to the siHealth’s E-COMMERCE

platform, separated from the part dedicated to the product, with same “adequate

protection” level anywhere in the world (HEALTHCARE PROVIDER’s personal data for
e-commerce are held in cloud servers in the UK)

Payment process and
activation / renewal of the HEALTHCARE PROVIDER’s

account SUBSCRIPTION to the siHealth product

Cloud-to-cloud online
transmission

END-USER by the clinical staff (not by siHealth)

SIHEALTH IT CLOUD SERVERS! for PRODUCT =

Part of the siHealth’s IT cloud servers dedicated to the PRODUCT, being: secure, password-protected, searchable, regularly
backed up, with same “adequate protection” level anywhere in the world

HEALTHCARE PROVIDER's personal data are held in cloud servers in the UK, the EU & the HEALTHCARE PROVIDER’S REGION?)

Generation of HEALTHCARE PROVIDER’s clinical staff accounts (Clinical Staff ID +

password) for accessing the product (if not already existing)

Clinical Staff ID + password are directly sent by email to each clinical staff user by

siHealth (email is also used for any “forgot password reset” operation)

Clinical Staff can access and use the product, also creating new accounts for END-
USERSs (patients), while the HEALTHCARE PROVIDER's subscription is valid.
The User ID and password of any END-USER (patient) are delivered directly to each
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HEALTHCARE PROVIDER’s data
are all automatically DELETED
by 12 months after the
subscription’s expiry date.

The specific data related to any
Clinical Staff account are
deleted by 12 months after that
Clinical Staff account is closed.

1 Every cloud server is owned and operated by siHealth Ltd and/or by entities of the Flyby Group
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Data Protection and Data Flow for the data of an END-USER (i.e. patient)
-~ S/ HealLTH

HEALTHCARE PROVIDER (Clinical Institution) [YZ51
Any personal identifiable data of an END-USER (e.g. name, surname, email) is managed by SlHEALTH IT CLOUD SERVERSI for PRODUCT
the HEALTHCARE PROVIDER and kept on its IT systems (never shared with sitiealth) Part of the siHealth’s IT cloud servers dedicated to the PRODUCT, being: secure,
password-protected, searchable, regularly backed up, with same “adequate

protection” level anywhere in the world (END-USER'’s personal data are held in

END-USER’s User ID and password (even if generated by siHealth’s system)
are delivered to each END-USER directly by the HEALTHCARE PROVIDER cloud servers in the UK, the EU and his/her HEALTHCARE PROVIDER’s REGION?)

v
. > DECRYPTION
DEVICE OF THE END-USER (Patient)
End-user’s data are collected by the siHealth product v v ¥
Caltne EN:,}USER N fiewce _Zmi Tsoﬁla;\ﬁ;%:;flzqul\wl'\f‘ el ! 1. Non-identifiable 2. Non- 3. Identifiable pseudonymised
[ EERSERE (5 [FIEUEEE] (973 B ik &5 (=i pseudonymised identifiable photos/videos of END-USER’s skin

1. Non-identifiable pseudonymised info on the info about product pseudonymised associated to User ID), stored in
2] i . usage by END- personal info on separate HIGH-SECURITY CLOUD
b3 -| -
B 052 i i (el oy ENUSER (gaentoesiilen) ENCRYPTION USER (associated the END-USER STORAGES (located in UK):
3 sun exposure data) of all to User ID) (associated to . Continuous “log” tracking any
§ oenel dEE User ID) access & operation on storage
£ 2. Non-identifiable pseudonymised info on the P Encrypted online «  Automatic email alert to
"“;,< END-USER (gender, skin colour, personal transmission privacy@sihealth.co.uk in case
EE characteristics, info on conditions/diseases) Complete . UTIdetﬂ brea_c: ’
g DELETION of All photos/videos are encrypte
[ 3. Photos/videos of END-USER’s skin personal data !
g (photos of skin lesions before/after treatment, o8 :‘e ‘;e"'ce 4

. i after data
photos processing & assessment) = Identifiable Nl Jentifiable pseudonymised & non-identifiable
pseudonymised END-USER’s data are used for:

*  Service provision to END-USERs (via
“medical” consent)
online . Analytics and R&D for service improvement
transmission of by siHealth Ltd and/or by entities of the
photos/videos Flyby Group (via “service quality” consent

Cloud-to-cloud
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SIHEALTH IT CLOUD SERVERS! for R&D| i

Part of the siHealth’s IT cloud servers dedicated to R&D DATA of photos /
ANALYTICS, separated from the part dedicated to the product

Pseudonymised
data are all
automatically
DELETED by 12

Non-identifiable ANONYMOUS data, no more

associated to a User ID but to an untraceable Scrambled When an END-USER account is months after
ID for grouping data of the same anonymous END-USER | closed or consent is withdrawn, all the consent is
(e.g. info about product usage, skin photos/videos) D the related data are CLONED & withdrawn or
DISASSOCIATED from their User ID, the account is

Cloud-to-cloud online e AN:::vm’::i:bm%m ClUSEj by the
transmission of non-photos/videos data cley e end-user

Data Analytics (anonymous
data, so never deleted)

1 Every cloud server is owned and operated siHealth Ltd and/or by entities of the Flyby Group
3 Anonymisation process done following the guidance of UK’s ICO https://i i
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2 Regions used for the IT cloud data storage by siHealth Ltd and/or by entities of the Flyby Group

Region of the Healthcare

Location where the IT cloud data of the Healthcare
Provider (Clinical Institution) and of its associated

HEREET End-Users (Patients) are actually stored
. UK and/or US,
1 SO in full compliancy to the EU GDPR
. UK and/or Brazil,
2 SO e in full compliancy to the EU GDPR
3 UK . . vk,
in full compliancy to the EU GDPR
4 Europe (without UK) UK and/or Germany,
& Middle East in full compliancy to the EU GDPR
. UK and/or South Korea,
5 Asia . .
in full compliancy to the EU GDPR
5 Africa . UK and(or South Africa,
in full compliancy to the EU GDPR
. UK and/or Australia,
/ ASRIELRICSL B 2 in full compliancy to the EU GDPR
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Consent acquisition and management for the END-USER (Patient)

* No need of any signature by the END-USER, it’s legally sufficient to receive just a digital confirmation of the consent managed then
directly by siHealth Ltd* (see UK’s ICO documentation https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-
data-protection-regulation-gdpr/consent/how-should-we-obtain-record-and-manage-consent/ )

* At the first login in the siHealth product (e.g. app), the user has to:
1. Voluntarily (tick box) provide the explicit consent to the Consent Form, otherwise no use of the product allowed

2. Voluntarily (tick box) accept the Terms of Use (EULA), otherwise no use of the product is allowed

* Any photo/video should be made non-identifiable (anonymised) in the siHealth's back-end after the END-USER stops to use the siHealth’s
product, following the related guidance https://ico.org.uk/media/for-organisations/documents/1061/anonymisation-code.pdf

¢ The siHealth product (e.g. app) includes in the menu:
o a hyperlink to the siHealth product’s Privacy Policy = to be shown and accepted by the user at first login
o a hyperlink to the siHealth product’s Consent Form = to be accepted by the user at first login (at least for the mandatory
consents), but the consent could be withdrawn anytime by the user (losing the access to the product)
o a hyperlink to the siHealth product’s Terms of Use (EULA) = to be accepted by the user at first login

Consent acquisition process on the siHealth’s product (e.g. app) for END-USERs (Patients)

Use of the product allowed
Terms of (no need to show the Terms of
Use (for Use or Consent Form at any
Patient) access, just included as hyperlinks
in the product’s menu)

Mandatory Optional
Consent Consent
Form (for Form (for
Patient) Patient)

First login by a
END-USER
(Patient) to the
siHealth product

Privacy
Policy (for
Patient)

IF mandatory consents

are withdrawn by the

END-USER at any time
(possible from the

No use of the No use of No use of
product the product the product

product’s menu)

4 siHealth Ltd is officially registered in the Data Protection public register of UK’s Information Commissioner Office (ICO) - Registration Number ZA834797
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Technical Support process operated by siHealth for the HEALTHCARE PROVIDER

(e.g. to hospital/clinic and to their clinical staff or indirectly to their patients)

Request of support by the END-USER to the HEALTHCARE

(Patient)

END-USER PROVIDER, e.g. through phone/email, describing the issue and

providing User ID as well as name/surname/contact

Support by the HEALTHCARE PROVIDER to the END-USER
(no direct involvement of siHealth) — this includes also the
provision of credentials or their reset for the END-USER

siHealth provides Technical
Support to the HEALTHCARE
PROVIDER responding to its

HEALTHCARE PROVIDER [T
(Clinical Institution)

The HEALTHCARE PROVIDER manages directly the request of
support by the END-USER.
In case it’s needed, the HEALTHCARE PROVIDER can also contact
siHealth for further assistance (but without ever revealing the
identity of the END-USER to siHealth)

HEALTHCARE PROVIDER, if needed,

asks for siHealth’s Technical

Support by providing to siHealth:

- User ID or Clinical Staff email
address (if the support request

request. The Technical Support is
provided with the modalities
regulated by the SLA agreement.

is directly for clinical staff)

- Detailed description of the issue
(as per the SLA agreement with
siHealth)

SIHEALTH TECHNICAL SUPPORT

siHealth Ltd provides Technical Support according to a dedicated SLA agreement with the HEALTHCARE PROVIDER
and fully in compliance to the Data Protection and Data Flow presented in this document.

=~ siHealLTH

As described in the SLA agreement, there could be different levels of support provided by siHealth (e.g. Standard
or Premium), depending on HEALTHCARE PROVIDER’s subscription.
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